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As BYOD Becomes Mainstream,
Complexity Intensifies
A Spiceworks Market Insights Report Sponsored by Fiberlink

Companies of all sizes are prepping to support the coming wave of mobile devices, tablets, smartphones
and their various operating systems. Early adopters are paving the way and gaining experience, as well as
developing ideologies to deal with the sea change that mobile devices bring.
To deal with the mobilization of the workforce small and midsize businesses (SMBs) are implementing Bring
Your Own Device (BYOD) policies and using innovative technologies, such as Mobile Device Management
(MDM) solutions.
In order to identify trends and validate use cases, Spiceworks conducted a survey with approximately 1,000
SMB IT pros from their Voice of IT™ panel to better understand MDM needs, as well as if they’re implementing
and how they’re managing BYOD. This report doesn’t address company-provided devices in order to focus
specifically on how BYOD is impacting network security. The results from this study show that companies of
varying sizes are rapidly adopting BYOD.
What’s more: The overall number of devices in use as well as the variety are on the rise, creating more complex
management scenarios for IT departments struggling with control issues created by mobile device adoption.
However, significant challenges remain worldwide, with a majority of SMBs polled (56%) stating that they have
no plans to implement MDM technologies.
Implementation of MDM

SMBs Supporting BYOD

Not sure
Do not
support
BYOD

61%

8%

17%

Yes
No, but plan to implement
in the next 6 months

20%
39%

56%
Support BYOD

Follow MaaS360 by Fiberlink
in the Spiceworks Community.

No, and I have no plans to do
so within the next 6 months

AS BYOD BECOMES MAINSTREAM, COMPLEXITY INTENSIFIES

The survey results indicate that while SMBs worldwide are embracing mobile tech, there’s still trepidation as to
how to best handle and manage the devices. Key takeaways include:
BYOD is becoming the new norm for distributing mobile devices:

•

Over 60% of SMBs support a BYOD policy

•

54% of SMBs surveyed have implemented a BYOD policy for smartphones and 42% have implemented
BYOD for tablets

Complexity comes with BYOD:

•

62% of SMBs that support BYOD allow it for both smartphones and tablets

•

SMBs supporting BYOD manage an average of 3 tablets and 3 smartphones OSes

Despite mobile threats, slow adoption of MDM:

•

Respondents believe the biggest security threats stem from employees either from devices being lost
or stolen (47%) or through misuse by the employee (37%)

•

56% of respondents have no plans to implement an MDM solution

•

Top reason for not implementing MDM is that companies do not see a true threat to warrant investment
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BYOD: Taking over the workplace.
Explosive growth in BYOD adoption is fueling change in SMBs, with over 60% of respondents indicating that
BYOD initiatives are already in place. As a result, IT departments are committed to supporting those devices. While
smartphones lead the pack for devices supported (54%), tablets aren’t too far behind (42%).
Smaller SMBs (less than 20 employees) are leading the charge, with 69% of those surveyed already supporting
BYOD, leading businesses with over 250 employees by 16%. This implies that smaller companies are more agile
when it comes to adopting newer technologies and methodologies.
North America (NA) SMBs are ahead of EMEA with 62% supporting a BYOD policy vs. 57% in EMEA.
Devices Supported through BYOD

Devices Supported through BYOD by Company Size

Which of the following devices does your company support
as part of a bring-your-own-device (BYOD) initiative?
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Devices Supported through BYOD by Region
Which of the following devices does your company support as part of a bring-your-own-device (BYOD) initiative?
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When it comes to BYOD tablets, Apple takes the lead; however, tablets running the Android OS are close
behind. As for smartphones, Android-based devices and Apple iPhones run almost neck-and-neck with
support from corporate IT.

100

Tablet OS Supported for BYOD
Which types of BYOD tablets do you support?
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Smartphone OS Supported for BYOD
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How do IT pros feel about managing and supporting BYOD? They’re a bit apprehensive. While a third
believe this type of solution works well for some devices, but not so well for others, 23% state it’s a
headache for their department. Only 17% fully embrace the trend. While data by region is similar to the
worldwide findings, smaller companies are more likely to fully embrace the trend vs. larger companies.

“

WANT MORE INFO
ON BYOD?

17%

27%

“

IT Pro Attitudes Toward Managing BYOD
How does your IT department feel about managing and supporting BYOD?

Check out the BYOD Group in
the Spiceworks Community:
community.spiceworks.com/
group/563-byod

33%

23%
Respondents: 998
Fully embrace this trend
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Works well for some devices, not so well for others

Haven’t formed an opinion yet

IT Pro Attitudes Toward Managing BYOD by Company Size
How does your IT department feel about managing and supporting BYOD?
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Mobile Device Management: Confusion all around.
There seems to be some perplexity around MDM (Mobile Device Management) technologies, methodologies
and ideologies. Only 17% of those surveyed are actively managing mobile devices, leaving one to wonder how
the remaining respondents are controlling mobile device access, securing the associated data, and backing up
critical info.
Only 20% of the respondents have plans to address MDM within the next 6 months, leaving some 56% with
no plans to implement MDM and gain control of the mobile devices accessing their network resources. The
implications of low adoption rates or an aversion to adopting management technologies are severe. Companies
not actively managing and securing devices are leaving themselves open to intrusion, data theft, unauthorized
use, and malware infections, which can lead to havoc across a company of any size.
Implementation of Mobile Device Management Solution
Has your company implemented a mobile device management (MDM) solution?

“

That is the true beauty of
using an MDM server, whether
it be one you build, or one you
pay per user to use- the ability
to control the company data,
making sure it is kept safe
regardless of whether it
is owned by the company
or the user.
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“

8%

FROM THE COMMUNITY

20%

DEnglehardt
VP IT/CIO
community.spiceworks.com/
topic/308490-byod-policies

56%
Respondents: 863
Yes

No, and I have no plans to do so within the next 6 months

No, but plan to implement in the next 6 months

Not sure

Larger businesses seem to have a slightly better grasp on the importance of proactive management, with 21%
of 250-999 user organizations implementing MDM and 25% planning to do so within six months. However, that
still leaves a significant portion – some 46% – without any desire to deploy MDM.
Business location seems to have little impact on MDM adoption, with NA and EMEA regions reporting similar results to
the total sample, indicating that overall understanding of the benefits of MDM are on an equal footing across regions.
Implementation of Mobile Device Management Solution by Company Size
Has your company implemented a mobile device management (MDM) solution?
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MDM: Barriers to Adoption
Respondents gave multiple reasons for disregarding MDM, with 49% indicating that they cannot identify a
potential threat, while 36% claim they lack the knowledge to proceed and 34% cite budgetary concerns. The
results are strong indicators that SMBs need to be further educated about the dangers of mobile devices for SMBs
and what the real-world threats are. What’s more, additional education about the true costs of protection and the
deliverable ROI offered by MDM needs to be disseminated to businesses as well.
Reasons for Not Implementing MDM
Why haven’t you purchased a mobile device management solution?

Our company does not see a true threat to warrant investment
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Lack of knowledge on the types of solution we need to implement
36%
Lack of budget
34%
Insufficient resources to manage appropriately
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While the majority are not implementing MDM, respondents do see real dangers/threats to mobile networks, with
the majority of businesses thinking that lost or stolen devices are the biggest threat to mobile networks followed
by employee misuse of devices. Both of those problems can be effectively mitigated with MDM solutions.
Primary Threats to Mobile Network
What do you believe the biggest threat is to your mobile network?

“

FROM THE COMMUNITY
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Which MDM? SMBs have a number of choices.
With the MDM solution landscape a little cluttered, SMBs are focusing on key capabilities and business requirements
to flesh out a solution that works best for them. One of the first decisions centers around platform delivery options. Of
those surveyed, 53% have gone the hosted route, choosing MDM technologies that are cloud-based. However, 43%
are still committed to traditional onsite solutions.
Implementing Cloud-Based MDM
Is your MDM solution cloud based?

53%

5%

Yes
No
Don’t know

43%
Respondents: 146

Of course, choosing a deployment style is only one of the first steps for considering a particular MDM solution – other
main selling points are based on perceived capabilities. Here, some 73% of those sampled indicate that security and
compliance mechanisms are the primary concern, while 59% believe that asset/inventory management capabilities
are the key drivers.
Other capabilities respondents cited include distribution, remediation, network access control, application
management, and OS support.
Top Considerations when Selecting a MDM Provider
What are the primary considerations for choosing a MDM provider?

Security and compliance mechanisms

73%

Assets and inventory management capabilities

59%
45%

Over-the-air-distribution/remediating

52%

Network access control

49%

Application management

46%

Operating systems support
Other
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There are currently a multitude of vendors and service providers in the MDM space that IT pros can choose from.
While it is still a fragmented market, Spiceworks has developed an IT Guide on MDM to help IT pros identify the best
solution for their requirements.

In short.
Research shows that mobile device adoption is on the upswing, with a significant portion of those devices following
the BYOD model. Close to 60% of respondents claim to be supporting BYOD policies, with 54% of those surveyed
offering BYOD support for smartphones and 42% for tablets.
Of course, rapid adoption leads to complexity. It’s a paradigm that’s supported by the fact that the majority of SMBs
are managing more than one mobile OS on their network, which impacts management and control of the devices.
What’s more, 84% of those surveyed clearly see a security threat based on employees’ devices being lost or stolen or
through employee misuse.
Yet there’s a contradictory view that MDM is not needed, with 56% of those polled having no plans to implement
the technology. They’re reasoning for lack of implementation? No true threats have been identified that warrant an
investment in MDM. In other words, where there’s no smoke… there must be no fire.

What’s the best course of action?
SMBs can use this report data as a catalyst to investigate their own plans to manage mobile devices on their networks.
Identifying actual and perceived threats, as well as planning for device adoption, should prove to be key parts of an
MDM plan. What’s more, SMBs need to comprehend the differences between BYOD and company-provided devices,
as well as the security implications associated with those two deployment methodologies.
The data Spiceworks gathered indicates that SMBs need to be further educated on the implications of mobile device
adoption and should seek additional information from MDM vendors, as well as mobile device manufacturers, to fully
appreciate what mobile devices mean to the typical network, what the management burdens are, what the security
implications are, and what the devices ultimately mean to productivity.
At the end of the day, BYOD is becoming an unstoppable force. SMBs have some tough decisions to make on how to
handle this new tech frontier.
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Respondent Profile
Industry (Top industries shown.)
IT Service Provider

9%

Manufacturing

7%

7%

Non-Profit

6%

Healthcare

Consulting

Retail

6% 4% 4% 3% 3% 3%

6%

Finance

Government

Company Size

250 to 999
employees

Construction

Engineering

Software

Region

18%

16%

6%

Less than 20 employees

28%

North America

Latin America

EMEA

38%

Asia Pacific

1%

20-99 employees

TH AMERICA
NOR

18%

Education

68%

24%
EMEA

100-249 employees

This report was sponsored by Fiberlink.
MaaS360 by Fiberlink provides a fast and affordable way to securely
manage corporate and employee-owned mobile devices. Through an
easy to use web-based console, MaaS360 makes it simple to remotely
configure smartphones and tablets, enforce security policies, distribute
apps and documents, and protect sensitive data. Trusted by businesses,
governments, and schools of all sizes, MaaS360 is quick to deploy and
seamlessly ties into existing systems. With the most responsive customer
service in the industry, MaaS360 empowers IT professionals with the
flexibility and agility needed to support mobile users.
To learn more and get started with a free trial, visit www.maas360.com
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Voice of IT

TM

About Spiceworks Voice of IT®
The Spiceworks Voice of IT® market Insights program publishes stats, trends and opinions collected from small and
medium business technology professionals that are among the more than 2.4M users of Spiceworks. Survey panelists
opt-in to answer questions on technology trends important to them. To find out more about our research capabilities,
email marketresearch@spiceworks.com.

About Spiceworks™
Spiceworks™, is the world’s largest vertical network for IT that connects 2.4 million IT professionals with more than
1300 technology brands. By combining a community of IT pros with free IT management software, Spiceworks helps
businesses discover, buy and manage more than $425 billion technology products and services each year.
To learn more, visit:
http://www.spiceworks.com/marketing

To be the first to hear about Spiceworks insights, email this address:
marketresearch@spiceworks.com

The contents in this report are a result of primary research performed by Spiceworks. Unless otherwise noted, the entire contents
distributed as part of this report are copyrighted by Spiceworks. As such any information made available by any means in this report may
not be copied, reproduced, duplicated, published, displayed, transmitted, distributed, given, sold, traded, resold, marketed, offered for sale,
modified to create derivative works or otherwise exploited for valuable consideration without prior written consent by Spiceworks. For
more information visit www.spiceworks.com/voice-of-it/terms.
This report contains information of fact relating to parties other than Spiceworks. Although the information have been obtained from, and
are based on sources that Spiceworks believes to be reliable, Spiceworks does not guarantee the accuracy, and any such information might
be incomplete or condensed. Any estimates included in this report constitute Spiceworks’ judgment as of the date of compilation, and are
subject to change without notice. This report is for information purposes only. All responsibility for any interpretations or actions based on
the information or commentary contained within this report lie solely with the recipient.
All rights reserved. 2013.
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